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1 Introduction

As the pay-per-use approach, popularized by the public cloud platforms, becomes more
popular, it is necessary to provide elasticity to the I/O infrastructure. Through the elastic
capabilities, the I/O infrastructure can be dynamically adapted to the user requirements
for both I/O performance and budget.
Elasticity is characterized by two main capabilities: the capability of dynamically

increase the number of the resources available based on the application requirements, but
also the reduction of the resources when they are not being fully utilized. This technical
mainly covers the first capability, the dynamic creation of intermediate I/O servers based
on the necessities of the application and the underlying infrastructure.
This technical report presents CoSMiC, a cloudlet-based cache storage infrastructure

that relies on the Hercules components previously introduced in the Technical Report
E2.3. We propose the application of this infrastructure in the incipient research field of
Mobile Cloud Computing (MCC) and edge computing, which consists on augmenting the
resources of mobile devices (such as computing power, storage capacity and performance),
and improve battery life, by offloading highly compute demanding applications to the
cloud.

In order to demonstrate the flexibility capacities of CoSMiC, we propose the deployment
of our architecture for targeting the new challenges of the MCC field, offering a hierarchical
storage solution for large scale mobile cloud systems. Our I/O solution aims to fill the
latency gap between mobile devices and the final cloud-based storage systems. Our
solution could be used to deploy storage in-a-box systems on all the levels of the datapath
hierarchy. Mobile applications benefit from this solution by improving data locality,
reducing application execution times, and saving money and battery life in mobile devices
due to the use of Wireless Local Area Network (WLAN) connections instead of Wireless
Wide Area Networks (WWAN) such as 3G or HSDPA.

The objectives of applying Hercules in Mobile Cloud Computing are the following.
First, leveraging the flexible deployment options of our proposed architecture, a cloudlet-
based hierarchical storage system can reduce data access latency of current large scale
mobile cloud infrastructures. Second, the proposed solution could be easily deployed
on heterogeneous and low power computational systems, including clusters and clouds.
Third, using both configurable hash and address algorithms present in our client library,
the Hercules front-end is completely decoupled from the I/O servers, resulting in an
increase of scalability. Fourth, Hercules allows system monitoring, taking into account the
usage of Memcached statistics with extended metrics. Finally, we evaluate CoSMiC in a
realistic environment, demonstrating that it can reduce the round-trip latency perceived
by mobile devices.
The results of this research line were published on [3].
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2 CoSMiC: storage cloudlet in-a-box

A comparison of a classical MCC model and the CoSMiC infrastructure is shown in
Figure 2.1. Classical solutions access to cloud services via wireless connections using an
antenna (WLAN or WWAN). A datapath through the ISP’s network infrastructure to
the cloud storage service is then established. Our solution proposes deploying multiple
number of cache levels before the ISP’s network infrastructure, reducing the latency
produced by requests through WANs, following the cloudlet spirit.
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Figure 2.1: CoSMiC architecture. On top, current network datapath from user request to
cloud storage services. At the bottom, hierarchical storage cloudlet solution
deployed between mobile device clients and cloud storage services. Each
cloudlet instance is a deployed Hercules back-end server.

CoSMiC relies on Hercules as a distributed cache system, using the distributed cache
as a virtual I/O device, where file blocks are mapped into key-value items. On the one
hand, Hercules back-end servers can be deployed as storage cloudlets, where each Hercules
server is a cloudlet instance composing the I/O architecture. On the other hand, Hercules
user-level library can be used in the client mobile devices as front-end for I/O operations.
CoSMiC takes special advantage of two Hercules features. First, evicted items are

saved in a persistent storage system. Our generic design permits to use any persistent
storage system available through the use of plugins (e.g., local file system, Lustre, NoSQL
databases, cloud storage back-ends like Amazon S3, etc.). Second, our solution can
build hierarchical I/O cache systems by connecting different levels of Hercules back-ends,
using one of the dedicated plugins. Its generic design permits to easily adapt CoSMiC
to existing hardware and software configurations. Portability is guaranteed due to the
developed client libraries for Hercules and the Memcached put/get libraries, available for
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a large amount of platforms1.
The most important features offered by CoSMiC that enhances the MCC scenario

are the following. First, CoSMiC reduces the connection latency by adding any number
of intermediate I/O servers to the caching system, permitting the deployment in a
hierarchical way. CoSMiC fills the latency gap existing in accesses to data stored in
cloud storage services by bringing top levels of the hierarchy closer to the mobile devices
while asynchronously moving data to/from bottom layers when necessary. The number
of cache levels and the number of servers on each level is adaptable depending on the
characteristics of the infrastructure where the architecture will be deployed. Second,
CoSMiC aims to improve battery life through the use of Wi-Fi instead of 3G. WLAN
(Wi-Fi) networks are more energy efficient than WWAN (3G, HSDPA, LTE) in most
data access patterns. Hence, avoiding WWAN data accesses by offering the same data
through Wi-FI in mobile-oriented scenarios, is translated in improved battery life for
mobile devices accessing these data.

2.1 Deployment scenarios

CoSMiC supports multiple deployment scenarios aiming to cover the dynamic creation of
intermediate I/O servers. The concept of storage cloudlet in-a-box refers to its flexibility
and easy deployment. CoSMiC can be installed into multiple hardware architectures,
even in really simple computers such as PlugComputers2, Intel NUCs3, or ARM-based
mini PCs (like Raspberry Pi4, ODROID5, and hummingboard). The storage cloudlet is
composed by a cluster of low consumption devices. This approach has various benefits:
(1) it increases the Hercules cache capacity by adding additional nodes; (2) load-balancing
in case of peak loads; (3) Hercules back-end nodes can share an Internet address (NAT)
or use public range addresses.
As previously stated, Hercules back-end nodes can be executed without information

about any other node deployed in the same caching level. Hercules back-end nodes are
configurable via command line. Block size can be configured from 1 KB to 1 MB (64
MB in experimental mode). The Generic Persistence Plugins (GPPs) can be configured
to work in local persistence mode (persistence datapath) or hierarchical mode (other
Hercules back-end servers). This mode should be configured with the IP addresses of the
Hercules back-end nodes deployed in the next caching level. Hercules back-end nodes
are fully retro-compatible with Memcached, including all the possible command line
arguments such as port mapping, monitoring, slabs configuration, etc.
Clients configuration is straightforward. Each client only needs the IP addresses of

every Hercules back-end node that conforms the first level of their specific domain. In
order to facilitate the IP addresses configuration, a discovery service can be deployed for

1List of available Memcached client libraries for multiple programming languages at
https://github.com/memcached/old-wiki/blob/master/Clients.wiki.

2http://www.plugcomputer.org/
3http://www.intel.com/nuc/
4http://www.raspberrypi.org/
5http://www.hardkernel.com/
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a specific domain. Block size is also configurable in the Hercules clients library through
the use of environment variables.

3 Application scenarios

In this section we will present different scenarios that can take advantage of CoSMiC,
centering the explanation in the infrastructure of the different possible deployments.

3.1 Public places

The first scenario that we address refers to a public space, which can be a large building
or a crowded area. Examples of this scenario are airports, universities, stadiums, concert
halls, cinema halls, theaters, and shopping malls. Even outdoor spaces with a minimum
network and electrical infrastructure, like campuses, music festivals, or other public
outdoor events, can be considered part of this scenario. As an example, we will focus the
explanation of this scenario on shopping malls because their characteristics expose the
usefulness of several features offered by CoSMiC.
Figure 3.1 shows an example of deployment in this scenario. Different zones of the

scenario are separated by dashed lines and represent different physical zones of the scenario.
A shopping mall could be seen as a zone with stores and a food hall, and a university
could be seen as different departments. Mobile clients are able to know which servers are
in each zone and which domains are available in each zone by a discovery service based on
the currently connected Wi-Fi access point. As the figure shows, different caching levels
can be deployed. In this case, two levels have been considered enough for a shopping mall,
but it is possible to deploy any number of levels. Any number of nodes can be deployed
in any of the levels of the hierarchy and in any of the zones of the scenario, however, the
number of nodes should be dependent on the system load.

In the first layer, the nodes can be servers, personal computers, or low power computers,
as defined previously in our storage cloudlet in-a-box concept. It is recommendable to
have a wired LAN connection between caching layers but, as can be seen on the top of
the figure, it is not mandatory, as nodes can connect to the next caching level through a
WLAN connection if necessary. The second level of the system can be deployed in large
computers in a room especially qualified for that matter, it can even be possible to use
a data center if it is available. This second level should be well-connected to Internet
through a high-bandwidth connection in order to retrieve and store objects in a cloud
storage back-end, like Amazon S3 or Microsoft Azure Storage.

It is extremely important that mobile devices are connected with the storage cloudlets
through a WLAN connection, like Wi-Fi. The use of Wi-Fi has two main advantages over
WWAN connections: the latency and bandwidth are improved and the battery life boosted.
If the requested data are cached, the response should be faster than a WWAN connection
to the remote cloud, while not cached data response time should be similar to WWAN.
The increase of latency through the additional caching levels should be compensated by
the better wired WAN connection of the building. Battery life is improved by the fact of
using the Wi-FI antenna instead of 3G/HSDPA/LTE communications. Even Bluetooth
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can be considered in very special scenarios, further enhancing battery life improvements
thanks to the Bluetooth LE (Low-Energy) technology.
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Figure 3.1: CoSMiC infrastructure deployed on a public place. Cluster of mobile devices
connect to one or more storage cloudlet-base nodes (level 1), which forward
and cache I/O blocks to the next hierarchy level (level 2). Finally, data blocks,
are stored in a cloud-based storage infrastructure.

The shopping mall example is especially interesting in this scenario, because, as claimed
by Abolfazli et al. [1], “the number of computers in public places such as shopping
malls, cinema halls, airports and coffee shops is rapidly increasing. These machines are
hardly performing tense computational tasks and are mostly playing music, showing
advertisement, or performing lightweight applications”. Our system can take advantage
of these underutilized systems by deploying instances of Hercules on them. In addition,
due to the lightweight computing requirements of our proposed solution, Hercules nodes
can be deployed over hardware offering additional services, like custom cloud services for
customers or computing offload for nearby mobile devices.
Should be pointed out how our solution also benefits an essential stakeholder of this

scenario that is frequently forgotten. Apart from the service provider (e.g. shopping
mall, airport, etc.) and the mobile clients, it is essential to analyze the importance of the
Internet connection provider, also known as Mobile Network Operator (MNO). It is easy
to explain how our proposed approach assists mobile device users and storage cloudlet
owners, but we will also study the benefits for MNOs.

On the one hand, mobile device users improve their bandwidth and latency over WWAN
data access and save battery life and money due to the use of WLAN instead of their
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contracted mobile data plan. On the other hand, the owner of the storage cloudlet has a
lot of benefits with a small cost of deployment and ownership, thanks to the ability of
reusing its existing infrastructure: attracting new clients, offering better or customized
cloud services, and facilitating the Internet usage habits of their clients. It could even be
possible to propose special offers to frequent customers, offering other benefits for using
the system, in a similar way to Four Square offers6. Additionally, it can be possible to
offer some services based on the context of the user, in a similar way as proposed by
Apple with their iBeacons7 but using nearest Wi-Fi access points instead of Bluetooth.

However, as stated before, MNOs are usually forgotten in this kind of scenarios,
while being a major participant. Figure 3.2 shows a simplified vision of a typical MNO
infrastructure for mobile data networks. Requests from mobile devices are sent to the
nearest Node B. A Node B is a radio base station for UMTS connections. Nodes B have a
very basic functionality and are controlled by Radio Network Controllers (RNC). A small
number of near Nodes B share the same RNC. This RNC routes user requests through a
wired network, in a similar way as done in WAN connections, so apart from the possible
caching mechanisms present in the RNC, from that point on, its behavior is similar to
WAN connections like xDSL, FTTH, or cable. The last interesting item in the schema
are the Internet Exchange Points (IXP), the last point of the infrastructure of MNOs. In
these IXPs, different Network Operators (mobile or not) exchange data between their
networks. This traffic exchange is the most expensive traffic for MNOs because it happens
outside of their own networks.

Nodes B

Cloud

WWAN

Mobile Clients MNO Infrastructure Cloud Infrastructure

RNC

IXP

Figure 3.2: Simplified vision of a Mobile Network Operator infrastructure (MNO). The
MNOs offer connectivity from mobile devices to geographically distributed
cloud storage services or back-ends. We present the UMTS approach where
mobile devices connect to a Node B operated by a Radio Network Controller
(RNC). The request is routed through a land infrastructure and, if necessary,
data are exchanged with other Internet providers on the Internet Exchange
Nodes (IXP).

In order to reduce costs at the Internet Exchange Points, MNOs try to cache as much

6http://www.foursquare.com
7http://support.apple.com/kb/HT6048
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data as possible inside their own networks. Most popular contents are popular in large
areas, even in entire countries, like social networks, news pages, public administration
websites, etc. However, a lot of contents are popular only in small areas: local news pages,
YouTube videos becoming viral only in a specific city, local events and/or sport clubs,
etc. This kind of content is easily cached near its consumption, for example, in RNCs.
Additionally, the granularity of the context can be reduced even more, resulting in a novel
kind of content popularity: context-specific contents. Popular contents consumed in a
shopping mall or a university could be slightly different from the most consumed contents
in the area covered by the RNC (100 meter to 8 km areas).
Our proposed storage cloudlets can cache this context-specific content and offer two

main advantages to NMOs. First, a smaller number of requests are exchanged with Nodes
B near highly populated areas with storage cloudlets deployed. If contents are cached,
requests are immediately resolved by storage cloudlets alleviating the stress in near cells.
This approach targets one of the problems presented by Sanaei et al. [6, 4]: “a large
number of such helping nodes are needed to alleviate ever increasing wireless traffic”,
referring to wall-connected Wi-Fi hotspots similar to our proposed solution. Second,
requests are served by the storage cloudlets, minimizing context-specific contents requests
on the Internet Exchange Points, saving money to MNOs. The concept of increasing the
density of antennas in a specific crowded area instead of increasing their range is currently
being explored by pCell8, in a similar way to our caching solution in small crowded areas
instead of large areas covered by antennas deployed by MNOs.
To the best of our knowledge, this is a new business model not approached until now

and presents a win-win situation for every participant of the scenario. As introduced
previously, not only mobile device users and storage cloudlet owners are benefited from
our proposed solution, MNOs can be benefited as well. It is even possible that MNOs
propose to share the costs of deploying storage cloudlets due to their own economic
interests, given the fact that storage cloudlets should be cheaper than wireless connection
cells.
Another opportunity exposed by our proposed solution is based on one of the current

challenges of mobile devices platforms: heterogeneity forces developers to implement
different versions of their applications for each of the existent mobile devices platforms
such as iPhone, Android, Windows Phone, or Blackberry. The solution to this problem
proposed by Sanaei et al. [5] consists of developing web applications fully independent of
any platform and has been the path followed by latest released platforms such as Firefox
OS or Tizen. Our proposed solution is especially useful in web application loads, because
many elements can be cached for different users of the same web application: templates,
images, updates, etc.

Related with mobile web-apps, another new incoming trend in mobile apps development
introduced recently is Google Instant Apps9. Mobile apps loaded through the web browser,
without installation required. These apps are especially useful for services used in public
places like parkings, shops, or theaters, where the app is useful only for a small fraction

8http://www.artemis.com/pcell
9https://developer.android.com/topic/instant-apps/
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of time, and the user will be reluctant to install it but not to use it occasionally. In
this context, specific content caching trends will appear, further more supporting the
context-specific contents introduced previously and the benefits of using CoSMiC.

3.2 Limited connectivity

The second suggested scenario shows in a deeply way the possibilities of our proposed
solution. Flexibility and easy deployment are key factors when the connectivity is limited
by unusual conditions. Nowadays it might look like an unrealistic scenario but, as pointed
by Satyanarayanan et al. in the “disaster relief” scenario [7], even in the future could
appear scenarios where extreme conditions lead to a limited connectivity scenario. The
disaster relief scenario brings up the possibility of a disaster disabling land and wireless
WAN networks, leaving areas without any kind of connectivity. Our proposed limited
connectivity scenario is, to the best of our knowledge, new on the MCC research field.
As seen in the last five years, mobile devices and cloud services have become a really

powerful tool for social movements. Examples are the Arab Spring [8], Occupy Wall
Street, or protest movements in Spain, Greece, and Italy. Such is the importance of these
movements that they were labeled as the “person of the year” by the Time magazine in
2011. In the most extreme situations, Internet access was blocked by the government;
that was the case in Egypt on January 2011 [2]. Another example of Internet blocks
is the censorship in China, where connection blocks outside of the country have been
frequently reported [9]. Even on tube lines of big developed cities in the present, some
line segments do not have Internet connectivity. Our solution can be used in underground
transportation to offer multimedia related contents to the mobile devices as it is currently
done in TVs all around the stations and trains.

As shown in Figure 3.3, our solution aims to solve the aforementioned problems based
on the flexibility and easy deployment. Using low-cost nodes, our solution is capable of
deploying a cloud storage infrastructure for mobile devices, while sharing any kind of
contents. There are multiple possible configurations mixing WLAN or WWAN. Connection
between clients and cloudlets can be configured over WLAN or WWAN depending on
the available networks. The connection between hierarchy levels can be configured over
WLAN, LAN, WWAN or WAN connections depending on the currently active connections,
being wired connections the best option. At the same level, it is not necessary to do any
connection between servers, simplifying the deployment. As presented in Subsection 2.1,
our solution can be deployed in a huge variety of platforms, including low-power solutions.
In case of a power outage, these nodes can be powered by diesel generators, batteries, or
power banks.
In a situation where an emergency disables the Internet infrastructure in a huge area,

storage cloudlets with any number of nodes can be deployed in hospitals, medical camps,
or any other place where victims are congregated. These storage cloudlets could be used
to share information about patients, condition, missing people, or any other kind of useful
information. In a similar way, in areas where connectivity is limited due to government
restrictions, storage cloudlets can be used in congregation or crowded areas. Even citizens
could share their own resources in their houses to add storage capacity to the cloud.
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Figure 3.3: Limited connectivity scenario. WWAN connectivity in zone zero is down.
Clients can connect through Wi-Fi (or 3G when available) to a local storage
cloudlet infrastructure. The storage cloudlets can be extended to new zones
when infrastructure starts being available, bypassing damaged paths.

As said before, in extreme conditions, there is no need of a special infrastructure, only
enough nodes of our storage cloudlet in-a-box solution and a power source (can be a diesel
generator or any other kind of portable and/or autonomous power source).

Porting Memcached to mobile platforms, or finding a compatible key-value store server,
could lead to deploy the storage back-end servers over mobile devices instead of the current
cloudlet approach. Only a subscription system is necessary for configuring the initial
infrastructure and start offering the service. We have not implemented this approach
because it is only desired in extreme cases due to the low performance, limited battery,
and limited storage capacity of these devices. This approach could bring support to the
storage layer of an ad-hoc mobile cloud instead of the proposed cloudlet-oriented solution.

4 Evaluation

To evaluate the feasibility and performance of CoSMiC, we have setup an emulation
environment of one of the scenarios mentioned above as a possible target: a university. The
evaluation consists of the emulation of a group of up to 40 students retrieving documents
of different sizes from the Amazon cloud. The students’ behavior is replicated by the
use of smartphones, which obtain the documents using two alternative infrastructures:
CoSMiC and 3G-based connection across MNOs.

Our university group is a real scenario that is significant for CoSMiC, as the students
access data from the cloud, but following different interests, showing that the effect of the
cache varies depending on the behavior of the users, affecting also latency and scalability
of the system as shown below.
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Table 4.1: Evaluation parameters.
Parameter Value
Block size (request) 250 Bytes
Block size (response) 256 KBytes
3G network bandwidth 3.5 Mbps
Wi-Fi network bandwidth 150 Mbps
LAN network bandwidth 1 Gbps
Memcached back-ends cache memory 2.0 GBytes
Amazon network bandwidth 20 Mbps
Amazon EBS Disk Performance 90 MBytes/sec
Thread per Memcached back-end 1

The prototype Hercules back-end servers have been installed in ARM-based nodes
equipped with four Freescale i.MX6 cores (Cortex-A9) and 2 GB of RAM. The storage
cloudlet infrastructure is composed by four nodes, running CoSMiC storage cloudlets
(based on Memcached version 1.4.13) with up to 2 GB of cache over a Linux kernel 3.0.35.
In all the experiments, the files are divided in blocks of 256 KB. Clients run a synthetic
benchmark in Android-based mobile devices. The final storage solution corresponded
with an Amazon EC2 instance and data was stored in an EBS data volume. Table 4.1
summarizes the parameters of the testbed. We compare CoSMiC with a baseline case
which consists of a direct 3G-based connection to Amazon instances. In all the graphs,
we show the average result of five consecutive executions.

4.1 Cache effect on the round-trip delay

We have evaluated the effect of round-trip delay (RTT) of one read request for different
hit ratios. Figure 4.1 plots the RTT of a read request for the baseline case composed by a
3G connection and CoSMiC. As the cache hit ratio increases, the RTT perceived by users
reduces significantly given that read request are responded by the cloudlet network.

4.2 System throughput

In this subsection, we evaluated CoSMiC in terms of the aggregated system throughput
for an increasing number of clients. Figure 4.2 plots the aggregated throughput varying
the number of clients. In this experiment, each client requests a file of 512 KB. We observe
that for 35 and 40 concurrent clients, CoSMiC uses the maximum system throughput,
limited by the Wi-Fi network bandwidth. We also observe that the 3G-based baseline
case reduces its performance for 30 or more concurrent transfers. This case is especially
unfavorable for crowed areas.
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Figure 4.1: Round-trip delay time comparison for multiple CoSMiC hit ratios.
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Figure 4.2: Aggregated system throughput for 5 up to 40 concurrent clients, which access
a file of 512 KB for multiple CoSMiC hit ratios and one level deployed.

4.3 Multiple level cache

In this subsection, we evaluate the effects produced by the deployment of multiple levels
of CoSMiC in terms of latency (measured as RTT). A new CoSMiC back-end node has
been included between the previous cloudlet and the WAN network. This node counts
with an Intel Xeon E5640 with 64 GB of RAM and a gigabit network interface.

Figure 4.3 plots the RTT for two levels of CoSMiC and different hit ratios. As we
observe, CoSMiC performs slower for low hit ratios, given the fact that more hops are
involved in the data transfer. However, as hit ratios increase in both levels, CoSMiC
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Figure 4.3: Round-trip delay time evaluation for two CoSMiC zones/levels. Cache L1
corresponds with the first CoSMiC level and L2 the second.
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Figure 4.4: Aggregated system throughput for 5 up to 40 concurrent clients, which access
a file of 512 KB for multiple CoSMiC hit ratios and two levels deployed.

outperforms the baseline solution in all the cases. An extra CoSMiC level alleviates the
latency effects of multiple levels. Figure 4.4 shows a simplified 2D view of the Figure 4.3,
where the hit ratio of the second level is fixed while showing the evolution of the first
level. As can be seen, our solution performs better than the baseline for hit ratios above
20% on any of the levels, while the performance hit is acceptable in the worst cases.
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5 Conclusions

This report shows how the dynamic creation of intermediate I/O servers can be addressed
in a highly distributed environment, such as the Mobile Cloud Computing scenario. This
report shows how or Hercules generic I/O architecture can be applied to this scenario
covering the requirements of the dynamic creation of I/O nodes in order to fill the latency
gap between the applications and the storage subsystem (in this case, the cloud storage
services).
This report covers the first requirement of an elastic system: the dynamic creation of

I/O servers depending on the requirements of the application and the characteristics of
the underlying infrastructure. As future work we should focus on reducing the number
of available I/O nodes when they are not required. For this purpose we will leverage
on previous studies, such as the epochs approach presented in the technical report
E1.3, in Section Elastic collective I/O for CLARISSE. In this section we present the
implementation of a collective I/O operation that adapts to the load conditions at data
aggregation servers (aggregators) in order to improve the performance. In particular, this
implementation leverages CLARISSE control for dynamically removing a loaded server
from the data path and continuing operation.
The implementation of elastic collective I/O uses three control variables. The first

variable is the server map, the list of servers that are used for aggregating small file system
requests into larger ones. A newly defined variable is used for identifying a currently
loaded server. A newly defined epoch is the time interval in which the server map value
does not change. For instance, after the removal of a server from the system map has
been disseminated to all application processes, a new epoch starts.
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