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Abstract—In the last years the Wireless Sensor Networks tech-
nology has achieved maturity. The continuous data production
through a wide set of versatile applications drives researchers
to think about different methods of data storing and recovering,
which can provide an efficient abstraction for giving persistent
support to the data generated into the sensor node. This paper
focuses on the problem of local storage in sensor nodes using
a flash memory chip. We propose a local storage management
system and Sensor Node File System (SENFIS), a file system
for sensor nodes of Mica family motes developed over TinyOS.
Finally, we provide an evaluation of the storage management
system and SENFIS in terms of code size, foot print, execution
time and flash energy consumption.

I. INTRODUCTION

Wireless Sensor Networks (WSN) are composed of au-
tonomous and tiny devices or motes with scarce hardware
resources in terms of communication, energy and storing
capacity. These sensor nodes execute a small application,
which typically monitors an environmental phenomenon, takes
a sample through the proper sensor and forwards it into the
network. As the applicability domains increase, WSN generate
larger data sets with higher frequencies. Additionally, the
data come from different sources: internal data produced by
the sensor node itself, such as sensor measurements or data
logs, and external data received from the network, such as
data packets traveling through the WSN with many different
purposes (e.g. upload applications into sensor nodes [1] [2] [3]
or control data).

On the other hand, energy is the most critical issue in
WSN. The transmission of a single bit of data consumes as
much energy as 1000 CPU instructions. Subsequently, the high
energy consumption (both transmissions and receptions) of the
radio device in sensor nodes makes necessary thinking about
techniques for reducing the number of messages sent by the
node, such as methods for on-node data aggregation [4] [5].
Furthermore, in some cases, environmental conditions or
hardware failure might temporally make the communication
inaccessible.

As a consequence of these factors, different approaches
based on storing relevant information on the sensor node or
on its behalf have been proposed:

• Some works employ distributed storage: [6] [7] [8].
Sensor nodes access remote devices in the network for
storing and recovering data. While these solutions provide
a storage space, it does not deal with energy saving.

• Local storage has been leveraged in order to reduce the
number of transmissions. Sensor nodes hold several mem-
ory chips which might be used for storing data: RAM for
program data (about 4 KB), ROM for executable code
(about 128 KB) and an external flash memory chip with
different sizes.

One or various of these memory chips have been combined
for storing data. Works found in literature agree that the
better candidate is the external flash memory chip because
it is intended to be used for general purposes and its size is
bigger than other memories (from 512 KB in Mica family
motes [9] upto 32MB of i-mote [10]). Sensor nodes integrate
different memory chips with different features. File systems
have been implemented for managing data in a simple way
on these devices. Operating systems provide drivers for basic
operations of memory devices, while file systems offer the
programmer a rich interface for managing abstractions such
as file or directories.

The motivation of this work could be summarized in the
next paragraphs:

• We can find several file systems in literature, but no
mechanisms for integrating different file systems in a
single storage management system. Moreover, all the
studied systems use the whole memory as storage space.

• Hardware is heterogeneous and changing. The size of
memory chips is currently growing. In a short time, a
sensor node could incorporate different memory devices
with higher capacities. Therefore, it is needed a mecha-
nism for managing different storage devices.

• There are no existing solutions for organizing the flash
memory in different partitions. Currently, a single file
system can be used for the whole flash memory.

This work proposes a storage system, based on flash memory
chips, which allows storing management and file system for
Mica family motes. Our first prototype assumes TinyOS as
underlaying operating system but it does not prevent that the
same ideas can be used in other operating systems and storage
devices.

The remainder of this paper is organized as follows. Section
2 presents related work. Section 3 describes the storage man-
agement system and the implemented file system (SENFIS).
Section 4 presents the implementation details of the storage
system for TinyOS and Mica family motes. In Section 5 we
evaluate the storage system using different performance tests.



Conclusions and future works are discussed in Section 6.

II. RELATED WORK

Several works in literature have addressed the problem of
local storage in sensor nodes. Each one of these file systems
has been implemented over TinyOS [11] operating system.
TinyOS is the de facto standard of operating systems for WSN
and it has been ported to vast majority of commercial sensor
nodes. TinyOS is written in nesC, a C-based component-
oriented programming language. The components in NesC
communicate between each other through bi-directional inter-
faces. A nesC application is build through a configuration
component, which declares the components and their con-
necting interfaces. A TinyOS application can be viewed as a
combination of configuration and implementation components,
whose behavior and state is distributed through several inter-
connected components. The components might implement
different abstraction levels starting from the hardware, such
as physical devices (e.g sensors, radio or flash chips) upto
the application level, such as network protocols or download
applications.

We have considered different file systems for sensor nodes.
Table I shows an overview of their characteristics. We encoun-
tered similar features for all of them, such as implementation
of wear leveling, CRC techniques, and basic operations for
file and directory management. Matchbox [12] was the first file
system for sensor nodes. It is implemented for the Mica family
motes (Atmel AT45DB041B flash memory chip). The major
goals of Matchbox are reliability (detection of data corruption)
and low resource consumption. Matchbox offers operations
on directories and files, but the files are unstructured and
are represented simply with a sequence of bytes. Matchbox
allows the applications to open different files simultaneously,
but it supports only sequential reads and appending writes and
it does not allow random access, such as writes of existing
data in a file. It also provides rudimentary wear leveling and
remote access file management. The Matchbox code size is the
smallest of all file systems for sensor nodes (e.g. 10 KB). The
minimum footprint is 362 bytes and increases as the number
of files grows. Matchbox provides a CRC checksum for each
flash memory page, which is used to verify the integrity of
the file during recovery from a system crash.

LiteOS [13] is a UNIX-like multi-threaded operating sys-
tem with object-oriented programming support for WSN. It
includes a built-in hierarchical file system (LiteFS), which
support both file and directory operations. Besides classical
file system and directory operations, LiteFS provides checking
functions like fcheckEEPROM that returns the available free
space on the memory and fcheckFlash that returns the free
space on the serial flash. Another feature of LiteFS is a file
searching service. LiteFS can be used through shell commands
or through LiteFS class provided by LiteC++ programming
language (a subset of C++ created for LiteOS). On hardware
side, LiteOS is built to work with MicaZ motes. This kind
of motes mount two non-volatile storage space: an internal
EEPROM (4 Kbytes) and an external serial flash (512 Kbytes).

LiteFS uses RAM to keep opened files. Directory information
is kept in the EEPROM and the serial flash stores information
about files. Furthermore, LiteFS implements two wear leveling
techniques, one for the EEPROM chip and the other one for
the serial flash.

ELF [14] is the only file system for WSN based on the log
file system paradigm. The major goals of ELF are memory
efficiency, low power operation, and support for common file
operation (such as appending data to a file). ELF classifies
the data to be stored in files: data coming from sensors,
configuration data and binary program images for downloading
into the sensor node. Each kind of data has a proper access
pattern and reliability requirements. Generally the reliability of
sensor data is verified through the CRC checksum mechanism.
For binary images it may be desirable a greater reliability, such
as recovery after crash. Typically, traditional log-structured
file systems create new sequential log entries for each write
operation. The particularity of ELF is that it keeps each log
entry in a separate log page due to the fact that, if multiple
log entries are stored in the same page, an error on this
page will destroy all the history saved till that moment. ELF
provides also a simple garbage collection mechanism and
crash recovery support.

For Contiki operating system [15], Contiki File System
(CFS) has been proposed. However, it has not been widely
described in WSN literature.

III. STORAGE SYSTEM ARCHITECTURE

Previous file systems for sensor nodes have carried out the
task of organizing data of different nature in an understand-
able way for the user. Their designers have defined file and
directory abstractions in the sensor nodes scope, based on the
particularities of the physical storage devices. Additionally,
our work addresses the challenges of storage fragmentation
and management. Therefore, our proposed storage system is
intended for satisfying two goals:
• Storage management: the space of the flash memory

device can be divided in different logical partitions or
volumes of different sizes in order to provide the pos-
sibility of mounting different file systems to be used
simultaneously by the application in the sensor node. This
functionality is file-system independent.

• High-level abstractions for storing and recovering data
over the storage device: they are designed and imple-
mented in Character Oriented File System (SENFIS).
In the current prototype, we have implemented the file
abstraction and a flat name space. The implementation of
a tree-structured name space is part of future work.

As shown in Figure 1, each one of these goals has been
accomplished in two modules: Storage Management and File
System. A user interface based on POSIX [16] has been
specified on top of the storage system in order to abstract away
the physical implementation details. The interface consists
of seven high-level operations for files and storage manage-
ment (see Table II). The proposed architecture assumes an
underlaying operating system, which provides mechanisms for



Feature/File System ELF Matchbox LiteFS CFS
Operating system TinyOS TinyOS LiteOS Contiki
Sensor Platforms Mica2 Mica Family Motes MicaZ Tmote/ESB/AVR MCU
Memory Allocation Dynamic Static Dynamic Dynamic
Memory chips used RAM, flash Flash RAM, EEPROM, flash −
Meta-data size 14 bytes (per flash page) 8 bytes (per flash page) 8 bytes (per flash page) −

14 bytes 168 bytes RAM −
14 * (number of nodes)(RAM) 2080 bytes ROM −

Number of files opened Unlimited 2 (Read/Write) 8 −
Types of files Sensor Data Data files Data −

Configuration Data Updatable Binary applications −
Binary program Image Reliable Device Drivers −

Table I
COMPARISON AMONG DIFFERENT FILE SYSTEMS FOR SENSOR NODES

Storage Device Management File System

WSN Operating System

WSN Applications

Storage device driver

User Interface

Figure 1. Storage system architecture

accessing the flash memory chip such as a memory device
driver.

It is important to point out that despite the fact that the
prototype has been developed for TinyOS and a particular
flash memory chip, the same ideas can be translated to other
operating systems and hardware, in order to provide efficient
strategies for storage and file system management.

A. Flash-based storage devices management

The flash-based storage management allows the subdivision
of the whole flash memory into partitions. A partition can
accommodate any file system. The meta-data of the existing
partitions is stored in a specific area of memory called Parti-
tion Table.

1) Partition Table: The Partition Table is stored in the first
page of the flash memory in a reserved area accessible only by
specific primitives that we will see in the next section. This
table is a vector, whose size is defined by a configuration
variable. Each line of the table includes a structure for each
partition of the storage system. Each line contains the next
four fields:
• The initial address of the partition is a number that

indicates the first page containing the partition.
• The size of the partition is a field representing the number

of pages.
• The logical name of the partition is a number uniquely

identifying the partition.

• The fourth parameter is an eight bit integer identifying
the type of file system contained in the partition. There-
fore, a maximum of 256 types of file systems could be
supported. It is expressed as an enumeration data type:

enum {
FILE_SYSTEM_ELF = 0,
FILE_SYSTEM_MATCHBOX = 1,
FILE_SYSTEM_OTHER = 2,
...}

where the size of line is 6 bytes long. Figure 2 shows an
example of a Partition Table. Each row of the Partition Table
stores the meta-data associated with each created partition. The
remaining space of the first page is left free for future needs.

Figure 2. Example of Partition Table for three partitions

2) Partition Table Management: The programmers can
interact with the Partition Table through a set of well-known
primitives. Table II shows the prototype and description of the
high-level primitives for flash memory management.

a) Physical division of the flash memory: fdisk primitive
physically divides the flash memory into partitions. It takes
two arguments. The first one is an eight bit integer that
represents the type of flash memory device, to which we are
going to write. Since it is possible to have different flash
devices in a mote, we need to distinguish the device to be
used. These devices are represented as an enumeration type:

The second argument specifies the partition size. The func-
tion assigns the new partition an eight bit unique identifier.
This identifier is saved into the proper field of the (Partition
Name) of the line representing the partition into the Partition
Table.



enum{
FLASH_ATMEL_AT45DB = 0,
FLASH_INTEL_STMICROM25P = 1,
FLASH_INTEL_StrataFlash = 2,
...}

Figure 3. Logical view of SENFIS

b) Delete Partition: Another basic primitive for storage
management is deletePartition function. This function deletes
the file system from a specified partition. Physically, this does
not mean deleting all the data and the file system structures
from the partition but just eliminating an entry from the
Partition Table. deletePartition takes two arguments: the device
parameter has the same function as in fdisk function, and the
partition parameter is the identifier of the partition to be freed.

B. Character Oriented File System design

In this section we describe the proposed File System called
Sensor Node File System (SENFIS). SENFIS is a lightweight
and simple UNIX-based File System, which takes into account
a maximum number of files and the partition capacity in order
to statically allocate the resources needed. Subsequently, the
size of the files is constant. By default, the number of files
is a configuration option and is initially set to the number of
sensors integrated into the mote.

1) File abstraction: In the WSN scope there is not a formal
and standard definition of the file abstraction. Every file system
has proposed specific file definitions as an abstract entity
allowing to read and write data in a simple way. We will
try to explain here what could be a logical view of a file in a
mote flash memory. Because of the necessity of storing data
of different nature and size for a limited time, we can simply
think about a file as a temporal container of data. Every file
can encapsulate different types of data (e.g. sensor sample,
logs, binary program) such as in traditional systems. However,
due to specific properties of sensor nodes, we do not need to
set a lot of properties (e.g. extension, flags, permissions, time
stamps), which are required in traditional systems. Therefore,
from the user point view, a file is just the interface of storing
and recovering data from a storage device.

2) File System Logical Structure: A SENFIS logical view
is showed in Figure 3. It is defined using the following data
structures, which are stored in the first page of the partition,
where SENFIS is created:
• The superblock is stored starting at the first byte of the

first page of the partition. It contains information about

the file system contained in the partition and the necessary
information to find the remainder structures of SENFIS
(i-node-table and data blocks, which we will describe in
this section).

• The i-node-table is a list of i-nodes structures. A i-node
structure is created per file and therefore, the size of the
i-node-table is proportional to the number of files. An i-
node contains the following file metadata (depicted also
in Figure 4).

– The i-node number is a number that identifies the
i-node in an univocal mode.

– The file size.
– The initial address contains the address of the first

data block (page) that contains the file.
– The file name is stored in a nine bytes field (eight

bytes for the name and one for the terminator).

Figure 4. i-node structure

• A file data block is equivalent to a flash memory page
(256 bytes). Physically, a file is a list of contiguous
memory pages with a pre-defined size. The data blocks
are stored between the second page of the partition and
the last page of the partition.

Figure 5 shows the contents of the first page of a SENFIS
partition, consisting of the superblock, i-node-table and open
files table. An open file table entry is a 8-bit open file
descriptor, which represents a pointer to the corresponding
i-node in the i-node-table.

Figure 5. Page 0 in a SENFIS partition

3) SENFIS User Interface: Table II shows the high-level
primitives offered by SENFIS. As in the case of storage man-
agement, it has been designed having in mind the principles
of simplicity and basic operations of POSIX.

a) Create a File System: The primitive mkfs formats a
SENFIS partition and creates a file system by initializing the
superblock, i-node-table and open file table. The argument
device specifies the physical flash memory chip, over which
the file system is going to be created. The argument file system
indicates the type of file system to be created (e.g. SENFIS)
and finally the presence of a partition on the memory has to
be checked.



b) Basic interface of SENFIS: The set of basic operations
is showed in Table II and described in the next paragraphs:
• Open a file: The open function reserves the first free

available entry in the open file table of the corresponding
partition and returns a reference to it (file descriptor).
This file descriptors will be used for identifying the file
in subsequent accesses.

• Close a file: The close function frees the entry in the open
file table associated with the file.

• Read a file: The read primitive retrieves the data from
the partition and file identified by first to parameters into
a RAM buffer. The read size and the file offset are given
by the last two parameters.

• Write a file: The write function appends or overwrites
data to a file. The arguments for write are similar to the
ones of read function.

• Delete the contents of a file: The delete primitive sets to
0 the file size in the i-node. The content of the file is not
deleted in order to save energy and computing time.

C. Flash memory chips

Flash memory chips features impose a set of restrictions on
the proposed storage system design. Flash memory chips have
specific differences with respect to other storage devices1 (e.g.
hard disks):
• The structure of the flash memory chip is divided in

sectors, blocks and pages. Each sector is divided into
pages; each page is 264 bytes long (256 bytes for data
and 8 bytes reserved for page meta-data).

• Pages can only be written or erased as a whole.
• In order to maintain the consistency, pages should be

erased before being written.
• In order to maintain the integrity, wear leveling tech-

niques should be implemented for preventing to use a
page the maximum number of times.

Atmel AT45DB [17] flash memory chip family is integrated
in different sensor platforms such as Mica family motes and
Telos A. Other chips with different technology are used in
newer platforms such as Telos rev. B or Intel motes.

IV. IMPLEMENTATION OF A TINYOS-BASED PROTOTYPE

In this section we will describe in detail the implementation
carried out. This first implementation has been done using
TinyOS as underlaying operating system and Mica family
motes incorporating the Atmel AT45DB041B flash memory
chip. TinyOS provides different ways of accessing the flash
memory chip, depending on the level of abstraction. In partic-
ular, we have based our implementation on the PageEEPROM
component because it is the lowest level component of the ope-
rating system and, subsequently, nearer to Atmel AT45DB041B
flash memory chip in order to prevent unnecessary operations,
which consume more computation and time.

1For this description, we have taken as reference the Atmel AT45DB041B
flash memory chip.

The implementation of the prototype for TinyOS is com-
posed of three major components:
• SENFISUtilitiesC represents the highest level component

of our design. It exports to applications all services
presented in Table II and maps them onto the function
call of the other implemented modules.

• PTManagingC contains the implementation related to the
low-level functions of the devices storage system.

• FileManagingC contains the implementation related to
the low-level functions of the SENFIS.

Consider the Test TinyOS application, which has been
created in order to evaluate the proposed storage system.
The configuration file (list of components and wirings of
components) contains the following declaration:

configuration Test { }
implementation {
components Main, TestM, PageEEPROMC,
SENFISUtilitiesC, PTManagingC, FileManagingC;

Main.StdControl − > TestM.StdControl;
TestM.FlashControl − > PageEEPROMC.StdControl;
TestM.SENFIS − > SENFISUtilitiesC.SENFISUtilities;
TestM.PT − > PTManagingC.PTManaging;
TestM.File − > FileManagingC.FileManaging;

}

As shown in the previous example, an application using
the proposed storage system has to include the following
components: SENFISUtilitiesC, PTManagingC, and
FileManagingC. These components have to be wired (in
terms of nesC) to the implementation component of the
application. An arrow defines the sense of the wiring, from the
component importing an interface to the component, which
exports it. The implementation of the Test application is
contained in the TestM file. TestM defines the use of SENFIS,
PT and File interfaces, which are provided by the three
implemented modules. In this way, the application only has
to properly invoke the specified functions from Table II.

V. EXPERIMENTS AND RESULTS

In this section we are going to present different metrics
of evaluation for the file system prototype implemented on
TinyOS. We provide an evaluation of footprint (RAM and
ROM usage), performance (execution time) and flash energy
consumption. In order to take reliable measurements we have
used Avrora [18] for carrying out the simulations.

A. Storage system footprint

Since the footprint of the applications generated for embed-
ded systems is a critical issue , we report in the next table the
data characterizing the physical size of the proposed storage
system in terms of memory (RAM and ROM) and size of the
executable code.

Table III shows the footprint of the proposed storage system
(memory manager and SENFIS). The number of code lines of
the complete implementation is 1469.



Primitive Prototype Description
result t fdisk (uint8 t device, uint16 t length) Splits the flash device
result t deletePartition (int8 t device, uint8 t partition) Delete a File System
result t mkfs (uint8 t device, uint8 t file system, uint8 t partition) Create a File System
result t open (void *info partition, uint8 t descriptor, uint8 t *descriptor) Open a file
result t close (void *info partition,uint8 t descriptor) Close a file
result t read (void *info partition, uint8 t descriptor, void *data, uint16 t size, uint16 t offset) Read a file
int write(void *info partition,uint8 t descriptor, void *data, uint16 t size, uint16 t offset) Write a file
result t delete(void *info partition, uint8 t descriptor) Delete a file

Table II
BASIC HIGH-LEVEL INTERFACE FOR THE PROPOSED STORAGE SYSTEM

Metric/Mote Mica Mica2 Micaz
RAM (Bytes) 1400 1398 1398
ROM (Bytes) 8010 7600 7630
Size executable (KBytes) 17 17 17

Table III
FOOTPRINT OF THE PROPOSED STORAGE SYSTEM

B. Performance evaluation

The performance has been evaluated in terms of execution
time and flash energy consumption for each service. It is
important to point out that, even when flash memory is not
being used (standby state) the energy consumption is 3.0E-5
Joule. Since all operations described in Table II are split-phase,
time has been measured from the invocation until the signal
of completion is received.

Figure 6. Execution time and flash consumption of SENFIS services

Figure 7. Execution time for write and read functions

Figure 6 shows the execution time and energy consumption
for individual executions of implemented functions (excepting
the reading and writing of files). As it can be viewed, the
most expensive calls in terms of time are the open and mkfs
primitives. The reason for this is that these functions perform
several flash memory accesses (through PageEEPROM com-
ponent) than the other ones. Figure 7 shows the execution
time for the read and write primitives for data sizes ranging
between 2 and 256 bytes (the memory page size is 256 bytes).
Writes to the flash are more expensive than reads due to the
fact that the flash uses a read-modify-write policy.

Regarding the flash energy consumption, we notice that

Figure 8. Flash energy consumption for write and read functions

energy consumption does not depend on the data size neither
for the write or read functions. The write consumes 0,2 Joules,
while the read 0,05 Joules for different access sizes between
2 and 256 bytes.

VI. CONCLUSIONS AND FUTURE WORK

In this paper we have reviewed the existing solutions
for storing data using one or several flash memory chips
attached to a sensor nodes. We have proposed a storage system
composed of two main parts: (1) Storage Management allows
the division of the flash memory chip in logical partitions of
different sizes, over which different files systems can be stored;
(2) A File System called SENFIS based on flash memory for
Mica family motes. The SENFIS design is based on the i-
node of UNIX systems and the POSIX interface. SENFIS is
a lightweight and simple file system. In the current prototype
features such as wear-leveling control, directories management
and name spaces have not been implemented yet and are
subject to future work.

We have implemented SENFIS and the storage management
on top of TinyOS for Mica family motes. We have evaluated
the footprint, the execution time and flash energy consumption
for each one of the provided routines. SENFIS consumption
is totally dependent of the flash memory consumption for
reads/writes. The meta-data overhead of the storage manage-
ment is one page, i.e. 0,04% of useful memory (2048 pages).
On the other hand, meta-data space used by SENFIS is an one
page of the partition. As it is showed in the evaluation, the
simple SENFIS design implies a reduced footprint and code
size.
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