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Abstract- The incessant increment of hardware platforms for
wireless sensor nodes and their heterogeneity make evident the
crucial necessity of adapting the TinyOS operating system in
order to cover the new hardware requirements and provide
interfaces able to hide the complexity to the programmers. In this
sense, we propose a driver model based on Linux to be integrated
with TinyOS. This work reviews the TinyOS drivers deficiencies
and studies how the adaptation of the Linux driver model could
contribute to the applications portability.

I. INTRODUCTION

In the last five years, the number of sensor node platforms,
or motes, has increased in an important way. Currently, more
than a dozen of commercial platforms exist, besides lots of
proprietary research platforms. A common feature for all of
them is the hardware heterogeneity. The constant evolution of
the technology, the miniaturization or the search of alternative
power sources, have propitiated a diversity of platforms with
very different physical components in order to improve the
capacity or operate during a longer lifetime. In parallel, an
operating system developed specifically for wireless sensor
nodes, TinyOS [1], became the de facto standard for sensor
nodes. There is no doubt that TinyOS is the most important
contribution in the Wireless Sensor Networks scope, because
it provides a common reference for the researchers, facilitating
opportunities to cooperate and giving cohesion to different
solutions. TinyOS is the easiest way to write sensor nodes
applications, and however, it is neither simple or trivial. Since
the hardware in the sensor nodes became more heterogeneous
and more platforms exist, the applications portability results
incredibly complex. Furthermore, if the platform used is
proprietary, it could be necessary to port partially the TinyOS
operating system before, in order to adapt it to the specific
hardware resources. In some cases, the operating system is
not able to completely cover the hardware, and therefore, it
is the hardware itself who fulls the emptiness. Consequently,
the programmers are obligated to descend at the lowest level
hardware. It is evident the need of looking for a tradeoff
between the coverage of hardware and the efficiency at the
operating system level.

In order to approach this issue, we believe that it is needed
to complement the TinyOS design. We propose to integrate
into TinyOS a drivers model able to mask the hardware and
consequently, facilitate to the programmers the applications
building by hiding the hardware heterogeneity in a simple way.
We pretend to approach the following challenges:

. Frequently, the applications portability implies to rewrite
a great part of the code, wasting cost, time and effort.

. Lack of a clear applications design and high cost of
programming with the applications directly accessing to
the hardware.

. Limited interoperability. The software development for
sensor nodes is ad-hoc, monolithic, incompatible, and in
some cases, proprietary. Consequently, nowadays, a soup
of protocols and applications exists [2].

. Scarce reusability of solutions [3].
This work presents the theoretical basis of a driver model

based on Linux for TinyOS addressing the previous issues.
The remainder of this paper is organized as follows. Section

2 shows an overview of the TinyOS and Linux driver model.
Section 3 describes our work frame, where the proposed model
driver is located. In Section 4 we present, from a theoretical
point of view, the model of drivers to be integrated with
TinyOS. Section 5 covers the implementation of a sensor
device driver. Conclusions and Future Works derived from our
research are discussed in Section 6.

II. LINUX AND TINYOS DEVICE DRIVERS

Drivers make the hard work for us in traditional systems.
In order to require an action from the hardware, programmers
only need to invoke the proper function from a well-known
API. The driver maps that generic function to the low level
call whose implementation is typically provided by the device
manufacturer. I/O ports, memory addresses, policies and other
details of implementation remain hidden behind that indepen-
dent interface, which is common for all the physical devices
of the same kind of hardware resource.

In Linux, the drivers which are not loaded at startup time,
are added or removed from the system on demand at run-
time [4]. Linux drivers are object code files which are linked to
the Linux kernel. When a driver is installed via the insmod user
function, the module is properly initialized and its functionality
registered, this is, its device-independent interface makes itself
available to the applications. When a driver is unloaded from
the kernel via the rmmod user function, the assigned hardware
resources are released and its interface stops be available.
Between both calls, an application could access a specific
hardware device through the registered interface. This device-
independent interface consists of a set of functions which will
be mapped onto specific device-dependent functions through
function pointers. Consequently, programmers do not known
which device is used and how the operations are implemented.
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TinyOS applications follow a little different driver model.
Drivers are source code files written in nesC language which
are linked together with other system and application com-
ponents at compilation time. When a TinyOS application is
compiled, the hardware platform where it will execute is
explicitly required and all the proper drivers for this platform
(mote and sensorboard) are compiled and linked together in
order to obtain the executable code which will be downloaded
into the specified mote. Every time the application changes,
the drivers must be compiled again. Since the source code
of the drivers is provided, they can be modified by the
programmers who are free of skipping the driver interface and
speaking directly to the hardware. Although in some cases, this
flexibility could be an advantage, the access to the hardware
by the applications is dangerous and tricky. At this point, the
operating system is responsible of mediating between them in
order to make the drivers available to the applications.

III. SENSOR NODE ARCHITECTURE

The final goal of describing a drivers model is motivated by
within the sensor node architecture, in particular, at the ope-
rating system level. Drivers are operating system specific, and
therefore, it is needed to know the singularities of the operating
system in which they will be used. In previous work [5], we
have proposed to deconstruct the sensor node architecture in
different abstraction layers, which should be always present.
Each layer was designed as a component software with a
particular functionality. The interaction between layers was
obtained through public and well-know interfaces which were
exported to the upper layer and imported from the lower layer.
In this work, we take the proposed architecture as reference
in order to focus on the sensor node operating system. The
driver model is a critical issue in whatever operating system
and also, a proper driver model helps us to break the sensor
node architecture in order to clearly distinguish the operating
system and hardware interfaces. As we said before, TinyOS is
the de facto standard for operating systems and, consequently,
our driver model has been designed to be integrated into it.
TinyOS is an event-based operating system designed for

managing the strongly limited hardware resources of sensor
nodes. TinyOS provides system and platform-specific com-
ponents which are wired together to application components
written by the developers in order to obtain an executable
code for a specific mote. Hardware and software borders are
not very clear, since the source code of hardware components
is provided to the programmers, which are free to access
whatever part of the hardware. Figure 1 shows the major
functionality blocks, relations and its interfaces:

. Scheduling System is related to the task scheduling in
the node. When a task is launched, it is simply set at
the ending of a FIFO queue until it can be executed,
this is, when no pending events exist. Tasks execute in
background while system events processing continues.

. Memory Management System groups the memory control
functionality of the mote. Sensor nodes incorporate very
different memory chips.

TINYOS Operating System
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Fig. 1. High-level description of TinyOS operating system

. Local Time System orchestrates and synchronize the ope-
rations of the operating system.

. Network System contributes with a complex network
protocol stack to the wireless communication capacity
of the sensor node.

* Drivers Management provides the high-level primitives in
order to aggregate and remove drivers. These primitives
are analogous to the insmod and rmmod Linux functions
with some differences, which we will explain later.

The Sensor Node Drivers Layer exports the driver high-
level interface, which must be device-independent. For each
physical component integrated into a sensor node, a driver
should be previously added in order to be used. Once this is
done, the drivers API is available for the applications.

IV. A DRIVER MODEL FOR TINYOS

As we said before, it is needed that TinyOS incorporates
a feasible drivers model in order to mask the complexity of
the hardware and facilitate to the developers the applications
building. We propose to adapt the Linux driver model due to
its present desirable features, such as:

. Hardware can only be accessed through drivers.
* In order that a driver can be used, it must have been added

previously. In the same way, a driver can be removed,
when all its devices stop be required by the user.

. Drivers are a black box for the applications since only
the object code is provided. Drivers do not need to be
compiled. Drivers can link with the kernel at runtime.

. The driver function is clearly split. On one hand, it
presents a set of generic operations related to which
operations are they able to realize. On the other hand,
each one of these generic operations mapped onto the
proper implementation for the specific device used. The
driver maps these calls in a transparent way.

However, there is a set of challenges that arises when the
target system is a node sensor:

. Hardware resources are restricted and, subsequently, the
implementation of a driver model depends on the hard-
ware budget.

. TinyOS and the nesC code compiler deprecate the use
of dynamic memory allocation and function pointers.
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Subsequently, the size of the application has to be known
at compilation time.

Having in mind these considerations, we have elaborated a
driver model based on Linux in order to allow the applications
a more friendly use of the hardware.

A. Design decisions
A relevant design issue to take into account, is how the

drivers are going to be integrated with the TinyOS application.
In this sense, two possibilities have been studied. The first
one, is the implementation of drivers like a common TinyOS
application. This is the most simple way, due to the fact that
TinyOS allows to wire components written in ne s C. However,
it presents a set of disadvantages with respect to our original
driver model:

* Driver is an additional application.
* Source code is provided to the programmer which can

use or not use the driver interface.
* Drivers are compiled each time the application changes.

Consequently, we believe this option is not in accordance
with the rules of the driver model based on Linux. The
second option is to extract out of the application the drivers
implementation. Drivers are, like in Linux systems, object
code files grouped into a static library whose functions can be
accessed through a well-known interface by the applications.
Applications changes are not going to affect the drivers.
Applications must use the high-level interface provided by
the operating system in order to require an action from the
hardware. In this way, we are breaking the sensor node
architecture by defining clear interfaces at the operating system
and hardware level. For these reasons, we think that the second
option is more suitable for the driver model proposed.

B. Implementation details
In order that a TinyOS application can access the functions

implemented in the static library, the next steps are needed:
* Drivers source code must be compiled using the proper

compiler, which depends on the version of the nesC code
compiler (use ncc --vto see the ncc version installed).

* A static library must be generated with the object code
files obtained at the previous step.

* Compile the TinyOS application and link with the static
library using the nesC compiler. It is needed to tell
explicitly the compiler where the library and the header
files can be found through LDFLAGS and CFLAGS C
compiler options. Also, these header files must contain
the function prototypes which are going to be exported
to the applications.

* TinyOS components can import the functions driver in-
cluding the header files trough the sentence #include.

It is important to point out that, at the moment of linking the
TinyOS application and the static library, the total size of the
application can be known by the compiler. When the binary
code is generated, it can not be modified at runtime. On the
contrary, in Linux systems drivers are dynamically added and
removed from the kernel. Figure 2 shows this process.

DRIVERS LIBRARY

DRIVER 1 DRIVER 2 DRIVER n

DRIVER 1 DRIVER 2 DRIVER n
|Source code (;C) Source code (.c)| Source code (.c)|

OBJECT CODE FILE LIBRARY

DRIVER 1 DRIVER 2 DRIVER
Object code (.o) Object code (. o)| lbjccoe.o|

TinyOS STATIC
Application L3IBRARY

Fig. 2. Process of building of TinyOS applications

C. Primitives at the Operating System level
In this section we describe the set of primitives that TinyOS

should provide to the applications, so that they can use drivers.
These primitives are the following (see a summary in Table I):

* insmod and rmmod. In the similar way as in Linux
systems, these functions make available (unavailable) a
driver for an application from which they are invoked. It
must register (unregister) the specified driver by assigning
a major device number to it. Major and minor device
numbers are statically defined like preprocessor symbols
in the header files.

* add device and del-device. When an application
wants to use a device through its proper driver, it is
not enough invoking the insmod function: it also has to
add the specific device via the add-device function.
This function registers the specified device assigning it
a minor device number and a set of specific operations
which will be used when the application invokes the
generic call with the same prototype. The function returns
a generic functions pointer which will be used by the
applications in order to require some action from the
hardware device. It is important to point out that, the
mapping between generic and specific calls is achieved
via function pointers. Analogously, the deldevice
function undoes the actions realized by add-device.

The difference between insmod and add-device resides
in the level of abstraction. While insmod makes available
a generic driver for the application, add-device returns a
specific set of operations for a specific version of that device.

V. CASE OF STUDY: SENSOR DEVICE DRIVER

In order to illustrate how our driver model is implemented
we are going to use a practical case: a sensor device driver.
Each sensor node has a few sensor devices with very different
features and capacities: analogical or digital, kind of environ-
mental measurements taken or the physical connection to the
mote. In spite of this great diversity, it is possible to find
a set of common operations for all of them and, therefore,
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Fiunctlon Prototypes
int insmod (int maj)
int rmmod (int min)
struct operations* add-device(int maj, int min)
int del-device (int maj, int min)

Description
Application with access to the driver
Application does not have access to the driver
Application with access to the device through the driver
Application does not have access to the deviceT----EISERVICSPROVDED A THE OERATIN SYSTE LEVE

TABLE I SERVICES PROVIDED AT THE OPERATING SYSTEM LEVEL

Function Prototypes
int open (int maj, int min)
int read (int desc, struct pin sensor, int*
int ioctl (int desc, int cmd, ...)
int close (int desc)

lDescription
Sensor device is ready to make measurements

data) Sense the environment
An optional function for the sensor device
Sensor device is not ready

TABLE II SENSOR DRIVER INTERFACE

a generic interface for the sensor device driver. Table II
summarizes a sensor driver interface. We can observe from
this table, how each sensor device is treated like whatever
device in Linux systems: the device has to be opened in
order to be used and has to be closed in order to release
its resources. Between both calls, the device can be read
by the read function which allow the sensor to capture
an environmental measurement1 open, close, and ioctl
operations are designed to be common for all sensor devices.
However, where more complexity exists, is in the readings, due
to the broad range of sensor devices. For example, it is needed
to consider the next questions: is the sensor integrated into the
mote or is conected to it through a sensorboard?, which pin (or
port) from the sensorboard/controller is the sensor connected
to?, are the pins shared between several device sensors?, is
the sensor reading raw or digital data? Without going into
details, the process of sensor device reading depends on a few
parameters:

. The sensor is connected to a specific pin from the
sensorboard/microcontroller. For readings, the pin must
be set in input mode.

. Apply power to the sensor pin where the sensor is
connected for a few microseconds.

. Read a value from the pin. Typically, this value is
converted to a digital value (through the ADC) and is
moved to the controller where it can be used by the
application.

. Disconnect power from the sensor pin.
It is important to understand how the sensor reading is con-

nected to the input/ouput microcontroller through a port and a
bit (or a pin). TinyOS TOSHASSIGN-PIN(name, port,
bit) macro is intended for initializing a pin to the specified
port and bit and assigning it a logic name. Also, there are a
few macros in TinyOS, which allow us to realize the physical
actions previous. These TinyOS macros are substituted by
one or more macros from the specific microcontroller used.
For example, if our application is going to be compiled for
an ATMEL AVR Atmegal2 8 microcontroller model, we can

'At the moment of writing this work, the ioct1 function hast not been
considerated yet.

find in the proper header file that TOSH_CLR_##name##-PIN
TinyOS macro is mapped onto the cbi (port,bit) avr
microcontroller macro, where name, port and bit have been
associated previously by the TOSH_ASSIGN_PIN (name,
port, bit) macro. In this way, the TinyOS macros are
mapped to specific microcontroller macros. Therefore, we
could directly invoke the specific microcontroller macros in
order to require a low-level actions from the device sensor.

VI. CONCLUSIONS AND FUTURE WORK

Although the model driver proposed is still an in-progress
work, we are in good conditions to extract some conclusions
from our work. First, the model driver is going to contribute
to splitting the TinyOS applications monolithic structure, by
providing well-known high-level interfaces. Therefore, the
final goal of portability can be achieved. Second, drivers are
hidden for the applications, which only have to worry of
invoking the needed actions from an external library. In this
way, we manage to uncouple drivers and applications. As
an additional advantage, drivers are coded in C language, a
well known environment for the programmers on traditional
systems. However, a lot of work remains to be done in order to
consider the model finished. The driver model should include
all the physical devices integrated into the motes and a driver
should exist for each kind of physical component such as
sensors/actuators, radio, memories or internal buses. Currently,
we are testing a sensor driver prototype. One important cha-
llenge is to be able to implement the drivers library using
the minimum size of memory, in order to be successfully
integrated into the motes.
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